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Section 1: Introduction
OVERVIEW
This reference guide provides general information on the configuration functions in GreenFolders. It assumes that the reader
has an understanding of computers, networks, and database terms and uses.
It is important to remember that most changes made in the Configuration section are global and affect all users in some way.
Proposed changes should be examined carefully to determine the effect the change could have on the system, users, or
both, prior to making any change.
Though many changes can be made while users are logged into the system, changes made while users are logged in can
have an unanticipated impact on those users. Therefore, GreenFolders recommends that all users log out of the system
while changes are being made.
To request assistance or training on changing the configuration, contact the GreenFolders support team at 801-747-2132
(option 1) or gfsupport@GreenFolders.com.

GENERAL INFORMATION
This section provides general information about the GreenFolders application. It will help you become familiar with login and
logout procedures, connecting to servers, changing passwords, and checking for updates.
This section contains instructions for performing the following procedures:
“Login Procedure” on page 2
“Logout Procedure” on page 3
“Connecting to a Server” on page 3
“Changing Your Password” on page 8
“Checking for Updates” on page 9
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LOGIN PROCEDURE
To log into GreenFolders, complete the following steps:
1. Click the GreenFolders shortcut icon on your taskbar or desktop.
The GreenFolders login window opens.

2. Enter your username.
3. Enter your password.
4. (Optional) Select Remember Me to have the system remember your login credentials.
5. (Optional) Select Auto Login to go directly to the Home screen when GreenFolders opens.
Note: The Auto Login option is only available when Remember Me is
selected.
6. Click Login.
The GreenFolders Home screen is displayed.

For more information on the Home screen, refer to the GreenFolders User Guide (GF3900-UM1000-R).
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LOGOUT PROCEDURE
To log out of GreenFolders, complete the following steps:
1. Click the GreenFolders Main menu button, and then click Logout.
Note: The Main menu button is located in the upper left-hand corner
of the Home screen.

Main Menu Button

Logout Option

2. In the confirmation dialog box that appears, click Yes to log out of GreenFolders.

CONNECTING TO A SERVER
Connections to multiple servers can be configured using the Server Configuration wizard.
Note: The Server Configuration Wizard window is automatically
displayed when launching the GreenFolders Client application for the
first time.
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To connect to servers, complete the following steps:
1. In the GreenFolders login window, click the Server address, and then click Server Config.
The Server Configuration Wizard window opens.

Server Address

Server Config Option

2. In Server, enter the server name or IP address.
Tip: The Server name can be changed by clicking
and then entering the new name.

(Edit button),

3. In Port, enter the server TCP/IP port number (7770 is the default port).

4. Click Test to check the connection to the server.
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5. In the confirmation dialog box that appears, click OK.

6. Click Save to save the server connection information and return to the GreenFolders login screen.

ACTIVATION
Activation (or reactivation) is required when performing procedures like installing a new system, moving an existing system
to a new server. Activation is only performed the first time a user attempts to login. During subsequent logins, activation is
bypassed and GreenFolders displays the login window.
The Welcome window opens when users attempt to log onto GreenFolders for the first time after an installation, server move,
or upgrade.
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To activate GreenFolders, complete the following steps:
1. In the Welcome window, click Next.

2. Enter the activation key, and then click Next to continue.
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3. In the confirmation dialog box that appears, click OK.

4. To configure GreenFolders using a template or from an external source, click the desired option. To skip this step, click
Skip.
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5. When configuration is completed, click Finish.

CHANGING YOUR PASSWORD
To change your password, complete the following steps:
1. In the GreenFolders login window, click Change Password.
The Change Password window opens.

2. In Old Password, enter the current password.
3. In New Password, enter the new password.
4. In Confirm Password, reenter the new password.
5. Click OK to change the password.
Note: The OK button is enabled after the Confirm Password field is
populated. The entries in the New Password and Confirm Password
fields must be match to continue.
GreenFolders • Version 3.9.54
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CHECKING FOR UPDATES
To check for updates, complete the following steps:
1. Click Check for Updates on the GreenFolders login screen.
If updates are detected, a message is displayed indicating there is a new version of GreenFolders is available.

2. Click Yes to download and install the latest version of GreenFolders.
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Section 2: Configuration
Configuration is divided into two main areas, the GreenFolders (System) section and the Application section(s). At least one
application is required to use the system. Additional applications can be added as needed. For the GreenFolders system
and each application, a database is added to the Microsoft® SQL Server® instance. Each folder type in a particular
application has multiple tables in the application’s database for storing data.
Tip: GreenFolders recommends creating and maintaining backups of
the GreenFolders system. To fully backup the GreenFolders system,
backup the GreenFolders database, application databases, and file
stores. To ensure the databases are backed up correctly, they must
be backed up using SQL Server maintenance tools or utilities
designed to backup databases.
This section information on managing the following:
•

Applications (see Managing Applications)

•

Users (see “Managing Users” on page 13)

•

Groups (see “Managing Groups” on page 22)

•

Messages (see “Managing System Messages” on page 27)

•

Links (see “Managing Linking (Relation Types)” on page 29)

•

Settings (see “Managing Settings” on page 31)

•

Licensing (see “Managing Licensing” on page 43)

•

Auditing (see “Managing Auditing” on page 47)

MANAGING APPLICATIONS
The Applications section (see Figure 1) provides controls for adding and working with applications. Applications can be
added, deleted, edited, copied, imported, or exported.

Figure 1: Applications Page
This section contains instructions for performing the following procedures:
“Creating Applications” on page 11
“Deleting Applications” on page 11
“Editing Applications” on page 11
“Copying Applications” on page 12
“Importing Applications” on page 12
“Exporting Applications” on page 12
GreenFolders • Version 3.9.54
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CREATING APPLICATIONS
To create an application, complete the following steps:
1. Click New.
The Applications page is displayed.

2. In Name, enter a name for the application.
3. (Optional) In Description, briefly describe the application.
4. Click OK.

DELETING APPLICATIONS
To delete an application, complete the following steps:
1. Select the application.
2. Click Delete.
Caution! Deleting an application removes all associated folder types
and the folders created within those folder types.

3. In the confirmation dialog box that appears, click Yes to delete the application.

EDITING APPLICATIONS
To edit an application, complete the following steps:
1. Select the application.
2. Click Edit.
3. Edit the application description.
Note: The name of the application cannot be changed once the
application is created.
4. Click OK.
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COPYING APPLICATIONS
To copy an application, complete the following steps:
1. Select the application.
2. Click Copy.
3. Enter a new name and description for the application.
4. Click OK.

IMPORTING APPLICATIONS
To import an application, complete the following steps:
1. Click Import.

2. Open the Template drop-down and select either General or Title and Escrow Services to select an application
template or click Browse to import a previously exported application.
3. Click OK.
Imported applications are listed in the Applications section.

EXPORTING APPLICATIONS
To export an application, complete the following steps:
1. Select the application.
2. Click Export.
The Save As dialog box opens.
3. Navigate or type the path to the folder where the exported application is to be saved.
4. Click Save.
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MANAGING USERS
The Users section controls the creation and moderation of all users in the system, including the GreenFolders
administrator’s account. All users are represented by a user tile (see Figure 2) that contains basic information about the user,
including whether the account is enabled.

Figure 2: User Tiles
This section contains instructions for performing the following procedures:
“Creating User Accounts” on page 13
“Deleting User Accounts” on page 17
“Updating User Accounts” on page 17
“Copying User Accounts” on page 18
“Importing User Accounts” on page 18
“Managing User Properties” on page 20

CREATING USER ACCOUNTS
To setup a new user, complete the following steps:
1. In Configuration, click Users.
2. Click New.
3. On the General tab, enter general information about the new user (see “Entering General Information” on page 13 for
instructions).
4. On the Member Of tab, assign the new use to an existing group(s) (see “Entering Member Of Settings” on page 15 for
instructions).
5. On the Security Privileges tab, set the security privileges for the new user (see “Granting Security Privileges” on
page 16 for instructions).

ENTERING GENERAL INFORMATION
1. Click the General tab.
2. In the User Name and Password fields, enter the username and the password of the new user.
Note: The User Name and Password fields must be completed to
create a new user account. If Windows authentication is being used,
the user’s Windows ID (domain\user) must also be entered.
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3. Click Use Windows Authentication to use Windows Authentication to authenticate the new user on the network.

4. Under User Info, enter the following information about the new:
4a. In Display Name, enter the name displayed in GreenFolders for the new user.
4b. In Display Picture, click Browse or From URL to select an image (avatar) to represent the new user in
GreenFolders.
Tip: To reset the Display Picture settings, click Reset.

4c. In Email, enter the email address of the new user.
4d. In Phone Number, enter the mobile phone number of the user.
Note: An entry in the Phone Number field is only required when the
Allow SMS text notifications option is selected.
4e. In Phone Carrier enter the name of the user’s phone carrier or choose the name from the drop-down list. To test
the SMS text feature, click Test.
Note: An entry in the Phone Carrier field is only required if Allow SMS
text notifications is selected.
4f. In Description, enter a brief description of the new user.
5. Enable/Disable the following user account features, as appropriate:
5a. Select User account is disabled to disable the user account.
5a. Select Password never expires to prevent the password from expiring.
5b. Select Cannot change password to prevent the user from changing his/her password.

GreenFolders • Version 3.9.54
November 30, 2018

GF3900-AG1002-R
Page 14

GreenFolders User Guide

5c. Select Require password change on next login to require a password change the next time the user logs into
GreenFolders.
5d. Select Allow SMS text notifications to enable SMS text notifications be to sent to the mobile phone number
entered into the Phone Number field.

ENTERING MEMBER OF SETTINGS
1. Click the Member Of tab.
2. Click Add.

3. In the Select Members window, choose the group(s) to which the new user is being added.
Tip: To select more than one group, press and hold the Ctrl or Shift
keyboard key while making your selections.

4. Click OK.
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GRANTING SECURITY PRIVILEGES
Tip: GreenFolders recommends setting privileges for a group, and
then adding users as members of the group. When a user is added to
a group, the added user is given all the privileges granted to the
group. For more information on creating a group, see “Creating
Groups” on page 22.
1. Click the Security Privileges Settings tab.
2. Select either Grant or Revoke to select the security privileges granted to the new user.
Note: The list of security privileges available for GreenFolders users
is provided in Appendix C: “Security Privileges,” on page 81.

ENTERING ACCOUNT SETTINGS
Note: If the Allow user to change defaults option is not selected, users
will be prevented from making changes in My Settings.
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To enter user account settings on the Setting tab, complete the following steps:
1. Click the Settings tab.

2. Configure the account setting for the new user as desired.
3. Click Create.

DELETING USER ACCOUNTS
To delete a user, completed the following steps:
Note: To delete a user account, the user cannot have any assigned
folders or incomplete tasks.
1. Select the user account.
2. Click Delete.
3. In the confirmation dialog box that appears, click Yes.

UPDATING USER ACCOUNTS
To change the information in a user account, completed the following steps:
1. Select the user account.
2. Click Edit.
3. Make the desired changes to the account information.
4. Click Save.
For more information, see “Creating User Accounts” on page 13.
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COPYING USER ACCOUNTS
To copy a user account, complete the following steps:
1. Select the user account.
2. Click Copy.
3. Make any necessary changes to the account information.
4. Click Create.
For more information, see “Creating User Accounts” on page 13.

IMPORTING USER ACCOUNTS
To import users from an Microsoft Excel® spreadsheet using the Import Wizard, complete the following steps:

STEP 1OF 3: CHOOSE SOURCE
1. Click Import.
Step 1of 3 of the Import Wizard is displayed.
2. Open the Data Source Type drop-down, and then select Microsoft Excel.
3. In Excel file path, enter the path and file name of the data file or click Browse to select the file.

4. Select either Microsoft Excel 97 - 2003 or Microsoft Excel 2007 - 2010 from the Excel Version drop-down.
5. Select the required worksheet from the Worksheet Name drop-down.
6. If appropriate, select or clear the First row has column names.
Note: When First row has column names is selected, the first row in
the worksheet is not used as user data.
7. Click Next to continue.
Step 2 of 3 of the Import Wizard is displayed.
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STEP 2 OF 3: SPECIFY FIELD MAPPING
1. Map the source fields in the Excel file to the destination fields in the GreenFolders application.

2. (Optional) To use the mapping of a previously created template, open the Mapping Template drop-down, and then
select the template.
3. (Optional) Click Save As to save the template for later use.
4. Click Next to continue.
The Ready to Import window in the Import Wizard is displayed.

READY TO IMPORT
1. To update existing user information, select Update users that already exist.
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2. To create new users, select Create users that don’t exist.
The Import Log box displays the results of the test run.
Tip: To ensure that the users will be created or updated, as specified,
click Test Run.
3. (Optional) Click Copy to Clipboard to copy the import log to the clipboard.
4. Click Begin Import to start the import process.
The Import Log displays the import report.
5. Click Close.
The newly created users are displayed.

MANAGING USER PROPERTIES
To view properties, enable, disable, reset passwords, copy, or delete users, in the Users section, right-click the user’s title.
This section contains instructions for performing the following procedures:
“Enabling Users” on page 20
“Disabling Users” on page 20
“Deleting Users” on page 20
“Copying User Accounts” on page 21
“Resetting User Passwords” on page 21
“Viewing the User Properties” on page 21

ENABLING USERS
To enable a user, complete the following steps:
1. In the Users section, right-click the user’s title.
2. Click Enable.
The user status of the user changes to Enabled.
Note: The status of new users is Enabled, by default.

DISABLING USERS
To disable a user, complete the following steps:
1. In the Users section, right-click the user’s title.
2. Click Disable.
The user status of the user changes to Disabled.

DELETING USERS
To delete a user, complete the following steps:
1. In the Users section, right-click the user’s title.
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2. Click Delete.
Note: To delete a user account, the user cannot have any assigned
folders or incomplete tasks.

COPYING USER ACCOUNTS
To copy a user, complete the following steps:
1. In the Users section, right-click the user’s title.
2. Click Copy.
3. Edit information for the user as needed, and then click Create.
Note: The entries in User Name and Display Name cannot be the
same as those in the user account being copied.

RESETTING USER PASSWORDS
To reset the password, complete the following steps:
1. In the Users section, right-click the user’s title.
2. Click Reset Password.
3. In New Password, enter the new password.
4. In Confirm, reenter the new password.
5. Click OK to change the password.

VIEWING THE USER PROPERTIES
To view user properties, complete the following steps:
1. In the Users section, right-click the user’s title.
2. Click Properties.
The General tab is displayed showing detailed information about the selected user.
Note: If desired, the user information can be updated.

For more information on updating user accounts, see “Creating User Accounts” on page 13.
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MANAGING GROUPS
Groups allow the GreenFolders system administrator to group users, thereby, allowing security privileges to be enforced for
all members of the group. Groups, like users, inherit the security privileges of any group of which it is a member. Also like
users, groups are also displayed on tiles in GreenFolders (see Figure 3 on page 22). Each group tile provides the name, a
brief description, and if the group can be assigned items (folders and tasks).
Note: Privileges set at the user level override group privileges.

Figure 3: Group Tile
This section contains instructions for performing the following procedures:
“Creating Groups” on page 22
“Deleting Groups” on page 26
“Editing Groups” on page 26
“Copying Groups” on page 27

CREATING GROUPS
To create a new group, complete the following steps:
1. Click New.

2. On the General tab, enter general information about the new group (see “Entering General Information” on page 23 for
instructions).
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3. On the Member Of tab, add the group(s) this group will be a member of (see “Entering Member Of Information” on
page 23 for instructions).
4. On the Members tab, add the user(s)/group(s) that will be members of this group (see “Entering Members Information”
on page 24 for instructions).
5. On the Security Privileges tab, select the security privileges granted to the new group (see “Granting Security
Privileges” on page 26 see for instructions).

ENTERING GENERAL INFORMATION
1. In Name, enter the name of the group.
2. In Description, enter a brief description of the group.
3. To display the group in the Assign To window for folders, tasks, etc., select Can group be assigned items.
Note: If the Can group be assigned item option is not selected,
assignment cannot be made to the group and the name of the group
will not be displayed in an Assign To window.

ENTERING MEMBER OF INFORMATION
1. Click Add.
The Select Members window opens listing the available groups.
2. Select the group(s) to add this group to, and then click OK.
The Select Members window closes.
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3. On the Member Of tab, click Save.

ENTERING MEMBERS INFORMATION
1. Click Add.
The Select Members window opens listing the available users/groups.
2. Select the user(s)/group(s) to add to this group, and then click OK.
The Select Members window closes.
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3. On the Members tab, click Save.
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GRANTING SECURITY PRIVILEGES
1. Select Grant to set the individual security privileges granted to the group.
Tip: A quick way to setup identical privileges for multiple users is to
configure a group with the necessary privileges, and then add users
to the group. For more information, see “Creating Groups” on
page 22.
Note: The list of security privileges available for GreenFolders users
and groups is provided in Appendix C: “Security Privileges,” on
page 81.

2. Click Create.

DELETING GROUPS
To delete a group, complete the following steps:
1. Select the group.
2. Click Delete.
3. in the confirmation dialog box that appears click, Yes to delete the group.

EDITING GROUPS
To edit group properties, complete the following steps:
1. Select the group.
2. Click Edit.
3. Edit the desired group properties (see “Creating Groups” on page 22 for more information).
4. Click Save.
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COPYING GROUPS
To copy a group, complete the following steps:
1. Select the group.
2. Click Copy.
3. Edit the desired group properties.
4. Click Create.

MANAGING SYSTEM MESSAGES
In System Messages (see Figure 4), the GreenFolders system administrator can create messages that are displayed on the
Home screen for all GreenFolders users. If all messages are removed from Configuration, the System Messages section is
not displayed on the Home screen.

Figure 4: System Message Page
This section contains instructions for performing the following procedures:
“Creating System Messages” on page 28
“Editing System Messages” on page 28
“Deleting System Messages” on page 28
“Copying System Messages” on page 29
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CREATING SYSTEM MESSAGES
To create a new system message, complete the following steps:
1. Click New.
The System Message page is displayed.

2. Enter the message text. If desired, format the message using the Rich Text Editor.
Note: The font style, color and size can be formatted and bullet points
added using the Text editing tools in GreenFolders. For information on
using the text formatting tools, refer to the GreenFolders User Guide
(GF3900-UM10000-R)
3. Click Add.

EDITING SYSTEM MESSAGES
To edit a system message, complete the following steps:
1. Select a message.
2. Click Edit.
3. Edit the system message. If desired, format the message using GreenFolders’ Rich Text Editor.
Note: The font style, color and size can be formatted and bullet points
added using the Text editing tools in GreenFolders. For information on
using the text formatting tools, refer to the GreenFolders User Guide
(GF3900-UM10000-R)
4. Click Save.

DELETING SYSTEM MESSAGES
To delete a system message, complete the following steps:
1. Select the system message.
2. Click Delete.
3. In the confirmation dialog box that appears, click Yes to delete the system message.
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COPYING SYSTEM MESSAGES
To copy a system message, complete the following steps:
1. Select the system message.
2. Click Copy.
3. If desired, edit the system message.
4. Click Add.

MANAGING LINKING (RELATION TYPES)
The Linking section (see Figure 5 on page 29) is used to create relation types for linked objects. Creating a link relation type
displays a relation type drop-down list in the Create Link window.
Note: Setting link relation types is not required to use the Link feature.

Figure 5: Managing Linking
This section contains instructions for performing the following procedures:
“Creating Link Relation Types” on page 30
“Deleting Link Relation Types” on page 30
“Editing Link Relation Types” on page 30
“Copying Link Relation Types” on page 31
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CREATING LINK RELATION TYPES
To create a new relation type, complete the following steps:
1. Click New.
The New Link Relation Type window opens.

2. In Name, enter a name for the relation type.
Note: The name of the relation type is listed in the relation type dropdown in the Create Link window.
3. In From Description, enter the From Link Description.
4. In To Description, enter the To Link description.
5. Click Add.

DELETING LINK RELATION TYPES
To delete a link relation type, complete the following steps:
1. Select the relation type.
2. Click Delete.
3. In the confirmation dialog box that appears, click Yes to delete the relation type.

EDITING LINK RELATION TYPES
To edit a relation type, complete the following steps:
1. Highlight the link.
2. Click Edit.
3. In From Description, edit the description.
4. In To Description, edit the description.
5. Click Save.
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COPYING LINK RELATION TYPES
To copy a link relation type, complete the following steps:
1. Select the relation type.
2. Click Copy.
3. In Name, change the relation type name.
4. In From Description, edit the description.
5. In To Description, edit the description.
6. Click Add.

MANAGING SETTINGS
The Settings section (see Figure 6) provides general settings for the GreenFolders system.

Figure 6: Email Server Tab
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This section contains instructions for performing the following procedures:
“Email Server Settings” on page 32
“User Settings” on page 35
“Security Settings” on page 36
“Message Queue Settings” on page 39
“Email Message Settings” on page 40
“Sendside Message Settings” on page 41
“Audit Expiry” on page 42

EMAIL SERVER SETTINGS
The Email Server tab in the Settings section is used to configure GreenFolders to communicate with your email server.
These settings must be set up in order to send email notifications for GreenFolders events including, but not limited to,
completed task notifications and sending email messages from GreenFolders.
Note: Email server settings are required to send email templates.
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To edit the email server settings, complete the following steps:
1. Select the Enable Email checkbox to enable and configure the email settings, and then perform the following tasks:
Server Configuration (see page 33)
System Default Settings (see page 34)
Test Settings (see page 34)

SERVER CONFIGURATION SETTINGS
Note: The Email Protocol field is set to SMTP (it cannot be changed).

1. Open the Security Protocol drop-down list, and then select one of the following options:
•

NONE

No security protocol is used.

•

SSL/TLS

The protocol (and version) is automatically determined when communication with the email server is
established.
Note: The SSL/TLS protocol should be selected when the email
server requires authentication. When this security protocol is
selected, the Authentication Required checkbox is automatically
selected and cannot be deselected.
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2. In the Server field, enter the name or IP address of the email server.
3. In the Port field, enter port value required to communicate with the email server.
4. If the Security Protocol field is set to NONE (see Step 1) and authentication is required, select the Authentication
Required checkbox.
Note: By default, the Authentication Required checkbox is not
selected (email server does not requires authentication). For
example, authentication is not required when the customer’s system
allows anonymous SMTP.
Note: When the Authentication Required checkbox is selected, the
user’s login credentials must be entered in My Settings to send adhoc email messages from a folder. The email messages are sent
using use the email address of the authenticated user. Otherwise, the
system default settings are used.

SYSTEM DEFAULT SETTINGS
1. Do the following to specify the login credentials for the account on the email server that the GreenFolders system will
use as the default account.
1a. In the Username field, enter the username or email address for a valid user account on the email server (or SMTP
relay).
Note: When specifying an email address, do not use an alias.
Note: The Username field is only enabled when the Authentication
Required checkbox is selected.
1b. In the Password field, enter the email account password for the selected user account (see Step 1a).
Note: The Password field is only enabled when the Authentication
Required checkbox is selected.
2. In the Email Address field, enter the email address for the selected user account (see Step 1a).
Note: Note: These settings need to be tested from the server where
the GreenFolders service is installed.

TEST SETTINGS
1. In the Test Email Address field, enter the email address of the intended recipient of the test email.
Note: The email address used for testing is not retained when
changes are saved to the email settings.
2. Click the Test button to send a test email.
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USER SETTINGS
The settings on the Users tab establish the requirements for setting up a new user account, such as password length and
composition, and for limiting the number of saved search results displayed for users.
To set the user settings, complete the following steps:
1. Select Require Unique Email Addresses to require the use of unique email addresses.
2. Select Reverse User/Group lookup process to change the way security privileges are checked when assigning items
to users.

3. Enter the minimum required username length.
4. Enter the minimum required password length.
5. Enter the required number of non-alphanumeric characters in a password.
6. Enter the maximum number of invalid password attempts.
7. Enter the number days before passwords will expire.
8. Enter the maximum number of search results that can be displayed.
Note: The maximum number of search results that can be displayed
is 9999.
9. Click Save to save the changes to the User Settings tab.
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SECURITY SETTINGS
The security settings section allows the administrator to manage data encryption for the GreenFolders system by reencrypting data, when necessary. The encryption process can be scheduled or run manually, when needed. An email
notification of the results can be sent to one or more email addresses.
Note: GreenFolders recommends scheduling the encryption process
to run during nonbusiness hours to avoid affecting system
performance.

SCHEDULING SECURITY UPDATES
To schedule the encryption process to run automatically, complete the following steps:
1. Select Automatically Update Security Keys to enable automatic updating.

2. Select a schedule type and set the run date and time as follows:
Periodic: Select this option to set the encryption process to run on a schedule.
Frequency: Select the frequency for updating. Set the number and time frame (weeks, months, years).
Time: Select the time and either AM or PM from the drop-down lists.
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Once:

Select this option run the encryption process one time.
Date: Select the date.
Tip: Enter the date manually or select a date from the date picker.
Time: Select the time and either AM or PM from the drop-down lists.

Annually: Select this option to run the encryption process on a specific date each year.
Date: Select the date.
Tip: Enter the date manually or select a date from the date picker.
Time: Select the time and either AM or PM from the drop-down lists.
Monthly: Select this option to run the encryption process on a specific date each month.
Date: Select the date.
Tip: Enter the date manually or select a date from the date picker.
Time: Select the time and either AM or PM from the drop-down lists.
3. (Optional) Select the day of the week the encryption process shall run.
Note: If the encryption process is scheduled to run on a date that
does not fall on the specified day, it be will run on the first date that
falls on the specified day. For example, if the encryption process is
scheduled to run on 1/2/2017 and Wednesday is selected, it will run
on Wednesday, 1/3/2017.
4. Select Email and enter the email address(es) of the recipients to receive a security notification.
Note: To include multiple email recipients, separate each email
address using a comma.
5. Click Save to save the changes to the Security tab.
6. Click Execute to manually run the encryption process.
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ROLLING BACK SECURITY UPDATES
To roll back a Security Key Update in the event of an error, click the Rollback button located on the Resolve Security Items
screen.
Note: The Rollback button is displayed if problems occur during the
encryption process.

Figure 7: Rolling Back Security Updates on the Security Tab
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MESSAGE QUEUE SETTINGS
Message queue settings determine how often the email and text message queue is checked for new outgoing messages,
the number of attempts made to resend a message, and the amount of time GreenFolders waits before attempting to resend
a message.
To change the message queue settings, complete the following steps:
1. Set the number of minutes to wait before checking for new messages.

2. Set the maximum number of failed message attempts.
3. Set the minutes to wait before attempting to resend a messages.
4. Click Save to save the changes.
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EMAIL MESSAGE SETTINGS
The Email Message Settings tab (see Figure 8) contains controls for working with email messages.

Figure 8: Email Message Settings
To change the compose method used when creating an email message, choose one of the options:
Note: Users cannot override this setting.

•

GreenFolders:

•

External Mail Client: Sets the system to use your local email clients such as Microsoft Outlook.

•

ALL:
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SENDSIDE MESSAGE SETTINGS
The Sendside Message Settings tab contains controls for setting GreenFolders field mapping for specific folder types (where
Sendside is available), and for enabling/disabling Sendside messaging.
To change the Sendside message settings, complete the following steps:
1. Select Enable Sendside to enable the Sendside message services.

2. Open the Enable For drop-down, and then select the folder type for which Sendside is being enabled.
3. Select Enable for to enable the selected folder type.
4. Map the fields in the Field column to the fields in the Sendside Field column, as appropriate.
Note: Use the Reset button to reset the field mapping selections.

5. Click Save to save the changes to the Sendside Message Settings tab.
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AUDIT EXPIRY
The Audit Expiry tab provides controls for scheduling the permanent deletion of audit logs based on the age of the log entry
and can be used to enter the email addresses of the recipients to be notified when the process starts, completes, or fails.
To change the audit expiry settings, complete the following steps:
1. Select Enabled to enable the audit expiry settings.

2. For Run At, specify the time (AM or PM) the audit log removal process is to be run.
3. Select the day(s) of the week the audit log removal process is to be run.
Note: Deleting the audit log can be set to run more than one day a
week.
4. Select Notify and enter the email addresses of the recipients to be notified notify the results of the removal process.
5. Enter the amount of time to keep the audit logs (expiry period) in years, months, weeks or days.
Note: Audit logs older than the specified period are deleted during the
removal process.
6. Click Save to save the changes to the Audit Expiry tab.
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MANAGING LICENSING
Licensing (see Figure 9) provides the following information:
•

Activation

•

Folder Purchasing/History (see “Purchasing/History” on page 44)

•

License Information

•

Automatic Folder Purchasing/Notification

Figure 9: Licensing Configuration Screen
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PURCHASING/HISTORY
The purchasing/history segment in Licensing provides the number available folders available for use as well as folder history
for the system (purchases, usage, etc.).
To increase the number of available folders, complete the following steps:
1. Click Purchase Additional Folders.
The Purchase Folders window opens.

2. In the Purchase Folders window, enter the number of folders being purchased.
3. Read the license agreement.
To acknowledge that you have read the End-User License Agreement, select I acknowledge that I have read the
terms of this Agreement in its entirety.
To agree to the terms of the End-User License Agreement, select I ACCEPT the terms and conditions of this
Agreement and AGREE to be bound thereby.
4. Click Purchase.
A dialog box is displayed confirming your purchase and an invoice is sent for the completed purchase.
Note: Once folders are purchased, they cannot be removed from the
system.
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5. Click Purchase History to view the folder purchase history.
Note: Purchase history reports can be grouped, sorted, printed and
exported.
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6. Click Folder Usage History to view the folder usage history. You can sort, print, add or remove columns and export the
report.
Note: Purchase history reports can be grouped, sorted, printed, and
exported. In addition, columns can be added to and removed from the
report.

SETTING UP AUTOMATIC FOLDER PURCHASES
1. To set up automatic folder purchases, click the Automatically Purchase option.
The Automatic Purchase notification dialog box is displayed.

2. To acknowledge that you have read and agree to the terms of the End-User License Agreement, click Yes.
Note: GreenFolders recommends reading the End-User License
Agreement in its entirety before setting up automatic payments.
Note: Clicking No cancels setting up automatic purchasing and
closes the dialog box.
3. Enter the number of folders you want to purchase and the minimum available folders that will trigger the purchase.
4. Click Notify, and enter the email address of the recipients to notify of the recipient to notify when the available folders
number gets below the specified quantity.
Note: To include multiple email recipients, separate each email
address with a comma.
5. Enter the minimum number of available folders that triggers notifications to be sent.
6. Click Save.
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MANAGING AUDITING
The Auditing screen (see Figure 10) displays the history of the following events in GreenFolders, which may be initiated by
either the system or a user:
•

Program Activated

•

Folders Purchased

•

System Configuration Changed

Figure 10: Audit Log
The audit log records the occurrence of the following events:
•

Applications (Created/Deleted/Modified)

•

Users (Created/Deleted/Modified)

•

Groups (Created/Deleted/Modified)

•

System Messages (Created/Deleted/Modified)

•

Linking (Created/Deleted/Modified)

•

Settings (Modified)

•

Licensing (Modified)

•

User (Created/Deleted/Modified)

•

Attempted Sign-On (Successful, Failed)

The Audit log can display a maximum of 25,000 events. Keyword and date range filters are provided to narrow the results.
The complete log can be accessed from outside the application through the Audit Logs table in the GreenFolders database.

GreenFolders • Version 3.9.54
November 30, 2018

GF3900-AG1002-R
Page 47

GreenFolders User Guide

Activity involving individual applications, folder types, folders, attachments, tasks, etc. is tracked in the audit log for each
application. The list of events captured and the audit log for an application can be accessed by clicking Auditing under the
specific application.
The following actions can be performed on the Auditing screen.
Search

Use the search option to search for specific records.

Sort

Click the column headers to sort the history by the selected column.

Print

Use

(Print button) to print the system history.

Export

Use

(Export button) to export the system history. Available formats are CSV, XML and XPS.

Add/Remove Column

Use

(Columns button) to export the system history. Available formats are CSV, XML and XPS.
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Section 3: Configuring Applications
OVERVIEW
This section describes configuring the following components of an application:
•

Folder Types

•

Database Stores

•

File Stores

•

Storage Plans

•

Auditing

•

Data Policies

The GreenFolders section includes the following:
“Managing Folder Types” on page 49
“Managing Database Stores” on page 69
“Managing File Stores” on page 70
“Managing Storage Plans” on page 70
“Managing Auditing” on page 71
“Managing Data Policies” on page 72

MANAGING FOLDER TYPES
The Folder Types section provides the controls required to create, delete, edit, copy, configure the layout, refresh the
database, import, and export folder types. In addition, the layout of the forms in a folder can be configured in the Folder Types
section.

Figure 11: Folder Types Screen
This section contains instructions for performing the following procedures:
“Creating New Folder Types” on page 50
“Deleting Folder Types” on page 64
“Editing Folder Types” on page 65
“Managing Message Templates” on page 65
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CREATING NEW FOLDER TYPES
To create a new folder type, complete the following instructions:
1. Click New to create a new folder type.
2. Provide the necessary details on the General tab (see “Providing Details on the General Tab” on page 50 for
instructions).
3. Provide the necessary details on the Permissions tab (see “Providing Details on the Permissions Tab” on page 51 for
instructions).
4. Provide the necessary details on the Fields tab (see “Providing Details on the Fields Tab” on page 52 for instructions).
5. Provide the necessary details on the Attachment Types tab. (see “Providing Details on the Attachment Types Tab” on
page 52 for instructions).
6. Provide the necessary details on the Labels tab (see “Providing Details on the Labels Tab” on page 53 for instructions).
7. Provide the necessary details on the Statuses tab (see “Providing Details on the Statuses Tab” on page 53 for
instructions).
8. Provide the necessary details on the Priorities tab (see “Providing Details on the Priorities Tab” on page 53 for
instructions).
9. Provide the necessary details on the Tasks tab (see “Providing Details on the Tasks Tab” on page 54 for instructions).
10. Provide the necessary details on the Parties tab (see “Providing Details on the Parties Tab” on page 54 for instructions).
11. Provide the necessary details on the Message Templates tab (see “Providing Details on the Message Templates Tab”
on page 54 for instructions).
12. (Optional) Add workflow rules (see “Adding Workflow Rules (Optional)” on page 55 for instructions).

PROVIDING DETAILS ON THE GENERAL TAB
1. In Name, on the General tab, enter a name for the new folder type.
Note: The folder type name cannot start with a number and cannot
contain spaces or special characters.

2. (Optional) In Description, briefly describe the folder type.
3. In Display Name, enter the name to be displayed in GreenFolders.
4. To create the folder type using a predefined folder type template, open the Template drop-down and select either
Default or StreamLine. If the StreamLine template is selected, click Reset Field Layout to reset the forms displayed
in the folders.
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Note: The Reset Field Layout button is only displayed when the
StreamLine option is selected.
5. (Optional) Select Automatically Name Folders to have GreenFolders name folders automatically.
Additional fields are displayed for entering folder name creation criteria.
5a. Click (

) (Variables button) to select the variables.
Variables Button

5b. In Seed, enter the seed value or use the spin button (

) to set the value.

5c. In Seed Length, enter the seed length or use the spin button to set the value.

PROVIDING DETAILS ON THE PERMISSIONS TAB
1. Click the Permissions tab.

2. Select Enable Access Permissions to enable access permissions.
Everyone is selected by default.
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3. Select View to allow selected user to view a folder.
4. Select Edit to allow selected user to edit a folder.
5. Select Change Permissions to allow selected user to change the permission of a folder.
6. Click Add to add a user or group, and then do the following:
6a. Select the user or group you want to add.
6b. Click OK.
7. Select a user/group, and then click Remove to delete the user or group.
8. Select Allow Overriding Inheritance to allow the access permissions set in Configuration to be modified from within a
folder.
Note: Users with Change Permissions rights can modify folder
access permissions of individual folders.

PROVIDING DETAILS ON THE FIELDS TAB
1. Click the Fields tab.

2. Click New to create a new field.
Note: For information on creating new fields, see
Appendix A: “Creating New Fields,” on page 76.
3. Click Edit to edit an existing field.
4. Click Delete to delete an existing field.
5. Click Copy to copy an existing field.
6. Click Import to import external fields.

PROVIDING DETAILS ON THE ATTACHMENT TYPES TAB
1. Click the Attachment Types tab.

2. Click New to create a new attachment type.
Note: For more information about creating new attachment types, see
Appendix B: “Creating New Attachment Types,” on page 78
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3. Click Edit to edit an existing attachment type.
4. Click Delete to delete an existing attachment type.
5. Click Copy to copy an existing attachment type.

PROVIDING DETAILS ON THE LABELS TAB
1. Click the Labels tab.

2. Click New to create a new label.
3. Click Edit to edit an existing label.
4. Click Delete to delete an existing label.
5. Click Copy to copy an existing label.

PROVIDING DETAILS ON THE STATUSES TAB
1. Click the Statuses tab.

2. Click New to create a new status.
3. Click Edit to edit an existing status.
4. Click Delete to delete an existing status.
5. Click Copy to copy an existing status.

PROVIDING DETAILS ON THE PRIORITIES TAB
1. Click the Priorities tab.

2. Click New to create a new priority.
3. Click Edit to edit an existing priority.
4. Click Delete to delete an existing priority.
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5. Click Copy to copy an existing priority.

PROVIDING DETAILS ON THE TASKS TAB
1. Provide the details in the Tasks tab.

2. Click New to create a new task template or task list.
3. Click Edit to edit an existing task template or task list.
4. Click Delete to delete an existing task template or task list.
5. Click Copy to copy an existing task template or task list.

PROVIDING DETAILS ON THE PARTIES TAB
1. Provide the details in the Parties tab.

2. Click New to create a new party.
3. Click Edit to edit an existing party.
4. Click Delete to delete an existing party.
5. Click Copy to copy an existing party.

PROVIDING DETAILS ON THE MESSAGE TEMPLATES TAB
1. Click the Message Templates tab.

2. Click New to create a new message template.
3. Click Edit to edit an existing message template.
4. Click Delete to delete an existing message template.
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5. Click Copy to copy an existing message template.
Note: For additional information on managing message templates,
see “Managing Message Templates” on page 65.

PROVIDING DETAILS ON THE NOTIFICATION TEMPLATES TAB
1. Click the Notification Templates tab.
2. In the Notification Action pane, select the desired notification action.

3. (Optional) In CC (copy recipient), enter the email address of the recipients to you want to copy on the notification.
4. In Subject, describe the subject of the notification, as necessary.
5. Modify the message, as necessary.
6. Edit the SMS text message, as necessary.

ADDING WORKFLOW RULES (OPTIONAL)
Using GreenFolders workflow rules, selected actions can be automatically triggered based on specified conditions. These
rules are established in Configuration under Folder Status, Folder Priority, and Task Templates. Information on creating the
rules and the available options are discussed in this section.

CREATING FOLDER STATUS AND PRIORITY RULES
Rules can be created to carry out actions based changes to a folder’s status or priority.
To create a new status or folder workflow rule, complete the following steps:
Note: Folder status is used to demonstrate how to create the
workflow rule.
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1. Create a new folder status or priority or edit an existing folder status or priority.
2. Click the Rules tab.
3. Click the Actions link.

4. In the Actions window, click New.
The Actions Type window opens.
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5. Open the Action Type drop-down, choose the desired action, and then click OK.
The Actions Type window closes.
Note: For these instructions, Create Tasks is selected.

6. In the Actions window, click None.
The Choose Task window opens.
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7. Select a task template or task list, and then click OK.
The Choose Task window closes.
Note: The task(s) will be created after the criterion for the rule is met.

Note: If the task is to be created each time the criterion is met,
continue to Step 8. Otherwise, go to Step 9.
8. In the Actions window, check Always Create Tasks.
9. Click OK.
Setting up the rule is completed.
Note: When Always Create Tasks is selected, the task is created each
time the rule is triggered. If it is not selected, the task is only created
once, the first time the rule is triggered.

10. In the Edit Status window, click Save to save the rule.
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11. To create additional rules or actions, repeat Step 1 through Step 5 and the corresponding steps for the selected Action
Type.
12. Click Save to save the changes to the folder type.

CREATING TASK TEMPLATE RULES
Workflow rules for task templates work essentially the same way as the workflow rules for folder status and priority.
To create a new task template rule, complete the following steps:
1. Create a new task template or edit an existing task template.
2. Click the Rules tab.
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3. Click the New Rule link.

4. In the New Rule window, open the Type drop-down, select the condition under which the rule is to be executed, and
then click OK.
The New Rules window closes.
Note: For these instructions, Task Completed is selected:

5. In the Edit Task Template window, click the Actions link.
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6. In the Actions window, click New.
The Actions Type window opens.

7. Open the Action Type drop-down, choose the desired action, and then click OK.
The Actions Type window closes.
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Note: For these instructions, Assign Folder is selected.

8. In the Actions window, click None.
The Assign To window opens.
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9. Select the user(s) and/or group(s) to assign the task, and then click OK.
The Assign To window closes.

10. In the Actions window, click OK.
Setting up the rule is completed.
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11. In the Edit Task Template window, click Save to save the rule.

12. To create additional rules or actions, repeat Step 1 through Step 7 and the corresponding steps for the selected Action
Type.
13. Click the Save to save the changes made to the folder type.

DELETING FOLDER TYPES
To delete a folder type, complete the following steps:
Caution! When a folder type is deleted, all folders and related
information, including, but not limited to notes, attachments, tasks, and
messages, will be deleted.
1. Select the folder type.
2. Click Delete.
A warning message is displayed.
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3. Click Yes to delete the folder type.

EDITING FOLDER TYPES
To edit a folder type, complete the following steps:
1. Select the folder type.
2. Click Edit.
3. Edit the required folder type details.
4. Click Save.
Note: The name of the folder type name cannot be changed after the
folder type is created.

MANAGING MESSAGE TEMPLATES
This section discusses the controls for creating and editing email message templates (email and Sendside) that are available
in a folder. Message templates can be edited, deleted, and copied.

CREATING EMAIL MESSAGE TEMPLATES
To create an email message template, complete the following steps:
1. Click New.

2. Open the Message Type drop-down, click Email, and then click OK to select the email message type.
The New Message Template window opens.
3. In Name, enter the name of the message template.
Note: The name will appear in the list of templates available when
creating an email message from a folder.
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4. In Description, enter the description of the message template.
Note: The description is only displayed in the list of templates shown
in Configuration and on the message template itself. It is not visible to
users.
Note: The From box (sender) is automatically populated with the
email address of the currently logged in user.
5. In the To box, enter the email address of the email recipient(s).
6. Click Add Cc to copy a recipient on the email.
7. Click Add Bcc to blind copy a recipient on the email.
8. In Subject, describe the subject of the email.
Note: Variables can be used in the subject line (see Step 10).

9. Click Attach Files to add attachments from the folder when the template is selected for use.
10. Click Insert Variables to insert variables into the message text.
11. Enter the message text. If desired, format the message using the Rich Text Editor.
Note: The font style, color and size can be formatted and bullet points
added using the Text editing tools in GreenFolders. For information on
using the text formatting tools, refer to the GreenFolders User Guide
(GF3900-UM10000-R)
12. Click Add to add the new message template.

CREATING SENDSIDE MESSAGE TEMPLATES
To create a Sendside message template, complete the following steps:
1. Click New.
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2. Open the Message Type drop-down, click Sendside, and then click OK to select the email message type.
The New Message Template window opens.

3. In Name, enter the name of the message template.
Note: The name will appear in the list of templates available when
creating an email message from a folder.

4. In Description, enter the description of the message template.
Note: The description is only displayed in the list of templates shown
in Configuration and on the message template itself. It is not visible to
users.
Note: The From box (sender) is automatically populated with the
email address of the currently logged in user.
5. In the To box, enter the email address of the email recipient(s).
6. Click Add Cc to copy a recipient on the email.
7. Click Add Bcc to blind copy a recipient on the email.
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8. In Subject, describe the subject of the email.
Note: Variables can be used in the subject line (see Step 10).

9. Click Attach Files to add attachments from the folder when the template is selected for use.
10. Click Insert Variables to insert variables into the message text.
11. Enter the message text. If desired, format the message using the Rich Text Editor.
Note: The font style, color and size can be formatted and bullet points
added using the Text editing tools in GreenFolders. For information on
using the text formatting tools, refer to the GreenFolders User Guide
(GF3900-UM10000-R)
12. Click Message Options, and then select the options supported in the Sendside message template.
13. .Click First Read Notification, and then select the options supported in the Sendside message template:
14. Click Add to add the new message template.

EDITING MESSAGE TEMPLATES
To edit a message template, complete the following steps:
1. Select the message template.
2. Click Edit.
3. Edit the message template, as necessary.
Note: For more information see “Creating Email Message Templates”
on page 65 and “Creating Sendside Message Templates” on page 66.
4. Click Save.

DELETING MESSAGE TEMPLATES
To delete a message template, complete the following steps:
1. Select the message template.
2. Click Delete.
A warning message is displayed on the page.

3. In the confirmation dialog box that appears, click Yes to delete the message template.

COPYING MESSAGE TEMPLATES
To copy a message template, complete the following steps:
1. Select the message template.
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2. Click Copy.
3. Change the message template name, and all other details, as appropriate.
Note: For more information see “Creating Email Message Templates”
on page 65 and “Creating Sendside Message Templates” on page 66.
4. Click Add to copy the message template.

MANAGING DATABASE STORES
The Database Stores section (see Figure 12) stores the location and credentials for accessing the databases associated
with a folder type.
Caution! Database stores are set up during GreenFolders installation
and should not be changed.

Figure 12: Managing Database Stores
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MANAGING FILE STORES
The File Stores section (see Figure 13) displays the name and path to one or more file store(s) where the attachments that
have been added to folders are stored.
Caution! File stores are set up during GreenFolders installation and
should not be changed.

Figure 13: Managing File Stores

MANAGING STORAGE PLANS
The Storage Plans section (see Figure 14) displays the name, file store, database store, and folder type(s) to which the
storage plan applies.
Caution! Storage plans are set up during GreenFolders installation
and should not be changed.

Figure 14: Managing Storage Plans

GreenFolders • Version 3.9.54
November 30, 2018

GF3900-AG1002-R
Page 70

GreenFolders User Guide

MANAGING AUDITING
The Auditing section (see Figure 15) lists the items that can be included in the audit log. To view the audit log for a particular
folder type, click View Auditing Logs.

Figure 15: Managing Auditing
Figure 16 on page 71 shows an example of an audit log.

Figure 16: Example Audit Log
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MANAGING DATA POLICIES
The Data Policies section (see Figure 17) allows the GreenFolders administrator to create migration policies for transmitting
attachments into a file store and purge policies for deleting attachments from a file store.
Data policies can be created using a variety of criteria such as the attachment type (or any combination of the available
options). Data policies can be run manually or scheduled to run automatically on a specified day at a specified time. Multiple
policies can be set up, as needed.

Figure 17: Managing Data Policies
This section contains instructions for performing the following procedures:
“Creating Purge and Migration Policies” on page 72
“Editing Policies” on page 74
“Deleting Policies” on page 74
“Copying Policies” on page 74

CREATING PURGE AND MIGRATION POLICIES
To create a new purge policy, complete the following steps:
Note: Except as noted, this procedure applies to creating purge and
migration policies. The screens for creating a purge policy are shown.
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1. Click New Purge Policy or New Migration Policy, as appropriate.
The Settings tab for the applicable policy page is displayed.

2. Select Enable Policy.
3. In Name, enter the name of the policy.
4. (Optional) In Description, enter a brief description of the policy.
5. In Attachments older than, enter the number of days/months to delete attachments older than the specified time period
when the policy is executed.
6. Select Only attachments that haven't been modified in the last to limit the attachments that are deleted to only those
that have not been modified within a specific time period. Specify the number of days/months to delete attachments that
have not been modified during the specified time period.
7. Select Attachments of, and then select the Folder Type and Attachment Type from the respective drop-down lists to
limit the attachments that are deleted to only the specified folder type and/or attachment type.
8. Select Attachments in, and then open the File Store drop-down and select the select the appropriate file store to limit
the attachments that are deleted to only those in the selected file store.
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9. Click the Schedule tab.

10. Enter the time (AM/PM) to run the policy.
11. Select the day(s) of the week on which the policy shall be run.
12. Select Notify, and then enter email address of the recipients to be notified of the results when the policy is executed.
13. Click Add to add the policy.

EDITING POLICIES
To edit a policy, complete the following steps:
1. Select the policy.
2. Click Edit.
The Edit Policy page is displayed.
3. Edit the required policy information, as necessary.
4. Click Save.

DELETING POLICIES
To delete a policy, complete the following steps:
1. Select the policy.
2. Click Delete.

3. In the confirmation dialog box that appears, click Yes to delete the policy.

COPYING POLICIES
To copy a policy, complete the following steps:
1. Select the policy.
2. Click Copy.
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3. Change the policy name.
4. Edit the policy details, as necessary.
5. Click Add.
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Appendix A: Creating New Fields
To create a field, complete the following steps:
1. Click New to create the field.
The Add Field window opens.
2. In Name, enter the new field name.
3. In Description, briefly describe the field description.

4. Select Column already exists if the field will be linked to an external database field.

4a. Select the external database from the External Database drop-down list.
The columns in the external database are displayed in the Select a Column box.
4b. Select the column for the new field being created.
4c. Select Is Primary Key to indicate that the field being setup is the primary key for the database.
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4d. Select Is Display Value to indicate that the field being setup will be used as the folder name for folders created in
this folder type.
4e. Select Advanced Search Field to enable Advanced Search Field for the column selected.
4f. Select Quick Search Field to enable quick search field for the column selected.
5. In Column Name, enter column name.
6. Open the Data Type drop-down, and then select the column’s data type.
7. Select Show Advanced Data Types to view and select the advanced data types.
Note: When Show Advanced Data Types is selected, the advanced
data types are displayed.
8. Using the slider, specify fix the number of characters to be used for the text.
9. Select Max to set the maximum number of characters to be used for the text.
10. Select Advanced Search Field to enable the advanced search field for the new field.
11. Select Quick Search Field to enable the quick search field for the new field.
12. Select Encrypted to enable encryption feature for the new field.
Note: All fields with the Encryption option selected will be encrypted
until they are displayed to the client. Sensitive information is secure
and inaccessible even to the database administrator.
Only the internal fields can be encrypted. When pulling external data,
it is up to is up to the system provider to encrypt the data.
13. Click Add to add the new field.
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A p p e n d i x B : C r e a t i n g N e w A t t a c h m e n t Ty p e s
To create a new attachment type, complete the following steps:
1. Click New.
The New Attachment Type window opens.
2. In Name, on the General tab, enter the name of the new attachment type.

3. In Description, enter a brief description of the new attachment type.
4. Select Compress to compress the attachments of this attachment type.
5. Select Encrypt to encrypt the attachments of this attachment type.
6. (Optional) Open the Labels drop-down, and then to select the labels to automatically associate with this attachment
type.
7. (Optional) Open the Parties & Contacts drop-down, and then select the parties and contacts to automatically associate
with this attachment type.
8. (Optional) Select Replace the existing labels and contacts to replace existing labels and contacts with the labels and
contacts defined within this attachment type for attachments moved or reassigned to this attachment type.
Note: If Replace the existing labels and contacts is not selected, the
new parties and contacts will be added to the existing parties and
contacts.
9. Click Add to add the new attachment type.
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MANAGING ATTACHMENT TYPE PREDEFINED NAMES
CREATING PREDEFINED NAMES
To create predefined names, complete the following steps:
1. In the New Attachment Type window, click the Predefined Names tab.
2. Click New to create a new predefined name.
The New Predefined Name window opens.

3. In Name, enter the name of the predefined name.

4. (Optional) Open the Labels drop-down, and then select the labels to automatically associate with the predefined name.
5. (Optional) Open the Parties & Contacts drop-down, and then select the parties and contacts to automatically associate
with the predefined name.
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6. (Optional) Select Replace the existing labels and contacts to replace the existing labels and contacts with the labels
and contacts defined in this predefined name.
Note: If Replace the existing labels and contacts is not selected, the
new parties and contacts will be added to the existing parties and
contacts.
7. Click Add to create the predefined name.

EDITING PREDEFINED NAMES
To edit a predefined name, complete the following steps:
1. Select the predefined name, and then click Edit.
2. Edit the predefined name.
3. Click Save to save the changes.

DELETING PREDEFINED NAMES
To delete a predefined name, complete the following steps:
1. Select the predefined name, and then click Delete.
2. In the confirmation dialog box that appears, click Yes.

COPYING PREDEFINED NAMES
To copy a predefined name, complete the following steps:
1. Select the predefined name, and then click Copy.
2. Enter a new name.
3. Click Add.
4. Click Add to add the new attachment type.
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Appendix C: Security Privileges
Table 1 contains the security privileges available in GreenFolders.
Note: For instructions on granting and revoking the security
privileges, see “Creating Groups” on page 22.
Table 1: Security Privileges
Level 1

Level 2

Configuration
–

Application

Level 3

Level 4

Level 5

Level 6

Level 7

–

–

–

–

–

–

–

–

–

–
–

–

–

Add New Application

–

–

–

–

–

Update Application

–

–

–

–

–

–

Delete Application

–

–

–

–

–

Users

Add New User

–

–

–

–

–

–

Update User

–

–

–

–

–

–

Delete User

–

–

–

–

–

–

Reset User Password

–

–

–

–

–

–

Unlock User

–

–

–

–

–

Groups

Add New Group

–

–

–

–

–

–

Update Group

–

–

–

–

–

–

Delete Group

–

–

–

–

–

System Messages

Add New System Message –

–

–

–

–

–

Update System Message

–

–

–

–

–

–

Delete System Message

–

–

–

–

–

Link Relation Types

Add New Link Relation
Type

–

–

–

–

–

–

Update Link Relation Type –

–

–

–

–

–

Delete Link Relation Type

–

–

–

–

–

Settings

–

–

–

–

–

Licensing

–

–

–

–

–

–

Create Custom
Annotations

–

–

–

–

–

–

Linking

Add Links

–

–

–

–

–

–

Update Links

–

–

–

–

–

–

Delete Links

–

–

–

–

–

Searching

Quick Search

–

–

–

–

–

–

Advanced Search

–

–

–

–

–

–

–

Create Saved Search

–

–

–

–

–

–

Share Saved Search

–

–

–

–

–

–

Run Saved Search

–

–

–

–

–

–

Run Adhoc Search

–

–

–

–

Title

Configuration

Auditing

Add New Audit Type –

–

–

–

–

–

Update Audit Type

–

–

–

–

–

–

Delete Audit Type

–

–

–

–

–

–

View Audit Logs

–

–

–
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Table 1: Security Privileges (Cont.)
Level 1

Level 2

Level 3

Level 4

Level 5

Level 6

Level 7

–

–

Folder Types

Add New Folder
Type

–

–

–

–

–

–

Update Folder Type –

–

–

–

–

–

Delete Folder Type –

–

–

–

–

Database Stores

Add New Database –
Store

–

–

–

–

–

Update Database
Store

–

–

–

–

–

–

Delete Database
Store

–

–

–

–

–

File Stores

Add New File Store –

–

–
–

–

–

–

Update File Store

–

–

–

–

–

Delete File Store

–

–

–

–

–

Storage Plans

Add New Storage
Plan

–

–

–

–

–

–

Update Storage
Plan

–

–

–

–

–

–

Delete Storage Plan –

–

–

–

–

Data Policies

Add New Data
Policy

–

–

–

–

–

–

Update Data Policy –

–

–

–

–

–

Delete Data Policy

–

–

–

–

Folders

Title

Add Title Folders

–

–

–

–

–

–

Update Title Folders –

–

–

–

–

–

Delete Title Folders –

–

–

–

–

–

Rename Title
Folders

–

–

–

–

–

–

View Title history

–

–

–

–

–

–

Break Title Lock

–

–

–

–

–

–

Assign Owned Title –
Folders

–

–

–

–

–

Assign Non-owned –
Title Folders

–

–

–

–

–

Freeze Folders

–

–

–

–

–

–

Un-freeze Folders

–

–

–

General

Configuration

Auditing

Create New Audit
Type

–

–

–

–

–

–

Update Audit Type

–

–

–

–

–

–

Delete Audit Type

–

–

–

–

–

–

View Audit Logs

–

–

–

–

–

Folder Types

Add New Folder
Type

–

–

–

–

–

–

Update Folder Type –

–

–

–

–

–

Delete Folder Type –

–

–

–

–

Database Stores

Add New Database –
Store

–

–

–

–

–

Update Database
Store

–

–

–

–

–

–

Delete Database
Store

–

–

–

–

–

File Stores

Add New File Store –

–

–

–

–

–

Update File Store

–

–
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Table 1: Security Privileges (Cont.)
Level 1

Level 2

Level 3

Level 4

Level 5

Level 6

–

–

–

Delete File Store

–

–

Level 7
–

–

–

Storage Plans

Add New Storage
Plan

–

–

–

–

–

–

Update Storage
Plan

–

–

–

–

–

–

Delete Storage Plan –

–

–

–

–

Data Policies

Add New Data
Policy

–

–

–

–

–

–

Update Data Policy –

–

–

–

–

–

Delete Data Policy

–

–

–

Folders

General Folder

Add General Folder –
Folders

–

–

–

–

–

Update General
Folder Folders

–

–

–

–

–

–

Delete General
Folder Folders

–

–

–

–

–

–

Rename General
Folder Folders

–

–

–

–

–

–

View General
Folder History

–

–

–

–

–

–

Break General
Folder Locks

–

–

–

–

–

–

Assign Owned
General Folder
Folders

–

–

–

–

–

–

Assign Non-owned –
General Folder
Folders

–

–

–

–

–

Freeze Folders

–

–

–

–

–

–

Unfreeze Folders

–

–

–

–

–

–

Folder Notes

Add Note

–

–

–

–

–

–

Update Note

–

–

–

–

–

–

Delete Note

–

–

–

–

–

Attachments

Invoices

Add Attachment

–

–

–

–

–

–

Update Attachment –

–

–

–

–

–

Delete Attachment

–

–

–

–

–

Freeze Attachment –

–

–

–

–

–

Unfreeze
Attachment

–

–

–

–

–

–

Attachment Notes

Add Note

–

–

–

–

–

–

Update Note

–

–

–

–

–

–

Delete Note

–

–

–

–

–

Annotations

Add Annotations

–

–

–

–

–

–

Burn Annotations

–

–

–

Receipts

Add Attachment

–

–

–

–

–

–

Update Attachment –

–

–

–

–

–

Delete Attachment

–

–

–

–

–

–

Freeze Attachment –

–

–

–

–

–

Unfreeze
Attachment

–

–

–

–

–

–

Attachment Notes

Add Note

–

–

–

–

–

–

Update Note

–
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Table 1: Security Privileges (Cont.)
Level 1

Level 2

Level 3

Level 4

Level 5

Level 6

Level 7

–

–

–

–

–

Delete Note

–

–

–

–

–

Annotations

Add Annotations

–

–

–

–

–

–

Burn Annotations

–

–

–

Labels

Important

Add/remove Labels –
from an Attachment

–

–

–

–

Do not Delete

Add/remove Labels –
from an Attachment

–

–

–

Tasks

Add Task

–

–

–

–

–

–

Update Task

–

–

–

–

–

–

Delete Task

–

–

–

–

–

–

Task Notes

Add Task Notes

–

–

–

–

–

–

Update Task Notes –

–

–

–

–

–

Delete Task Notes

–

–

–

–

Messages

Add Message

–

–

–

–

–

–

Update Message

–

–

–

–

–

–

Delete Message

–

–

–

–

–

Message Templates

–

–

–

–

–

–

Task Templates

–

–

–

–

–

–

Task Lists

–

–

–

–
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